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Outline

• Security Informatics & Analytics: COPLINK, BorderSafe, 
Dark Web

• Azsecure Cybersecurity Analytics:
(1) Dark Web Analytics for studying international hacker community, forums, and 

markets; 

(2) Privacy and PII (Personally Identifiable Information) Analytics for identifying 
and alleviating privacy risks for vulnerable populations; 

(3) Adversarial Malware Generation and Evasion for adversarial AI in 
cybersecurity; and 

(4) Smart Vulnerability Assessment for scientific workflows and OSS (Open Source 
Software) vulnerability analytics and mitigation.



Computational Design Science Research 
at UA/Eller/MIS AI Lab

• Applications/problems: digital libraries, search engines, biomedical 
informatics, healthcare data mining, security informatics, business 
intelligence, cybersecurity analytics

• Approaches: web collection/spidering, databases, data warehousing, 
data mining, text mining, web mining, statistical NLP, machine learning, 
deep learning, ontologies, social media analytics, interface design, 
information visualization, economic modeling, assessment

• Structure: federal funding (NSF/DOD/NIH), director, affiliated faculty, 
post-docs, Ph.D./MS/BS students  tech transfer, commercialization

• Major phases: DLI  COPLINK Dark Web  AZSecure



Security Informatics & Analytics: 
COPLINK & Dark Web



Global Security Impacts

• “War on terror” (Iraq 
and Afghanistan) 
surpassed cost of 
Second World War, $5 
trillion…Time 
Magazine

• Hacker costing $1 
trillion globally… 
President Obama



Surface Web

Deep Web

Dark Web

DarkNet

Hacker Web

From the Surface Web to the Dark Web
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COPLINK: Crime Data Mining (1997-2009)



COPLINK Identity Resolution and Criminal 
Network Analysis
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Cross-jurisdictional Information Sharing/Collaboration

Border Crossing Data
(AZ, CA, TX)

Vehicles People

Law-enforcement Data

AZ CA TX

CAN Visualizer

Criminal Network Analysis

Criminal Link Prediction 

Predict interaction between 
individuals and vehicles using 
link prediction techniques to 

identify high-risk border 
crossers. 

High-risk Vehicle
Identification

Identify high-risk vehicles 
using association techniques 
like mutual information using 

border crossing and law 
enforcement data.

Law-enforcement Data Border Crossing Data
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Vehicle A Vehicle B

Frequent Crossers at Night

Mutual Information

Narcotics Network

Vehicle A Vehicle B

Suspect Traffic Burst 
Detection

Detect real-time anomalies 
and threats in  border traffic 
using  Markov switching and 

other models.

Arizona IDMatcher

Detect false and deceptive 
identities across jurisdictions  
using  a probabilistic naïve-

Bayes based resolution 
system.

Identity Resolution
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* Only the grayed datasets are available to the AI Lab



Border Security: High-risk Vehicle Identification (LPR + 
DM/SNA)
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ABC News April 15, 2003

Google for  Cops: Coplink software helps 
police search for cyber clues to bust 
criminals

COPLINK: Crime Data Mining

($54B, IPO 2020)



COPLINBK Commercialization Timeline

• 1994-1997, NSF DLI projects, DL, SE
• 1997, NIJ $1.2M project, UA/TPD
• 2000, NSF DG $1.6M, UA/TPD/PPD
• 2000, KCC founding, UA tech transfer; $2.6M VC funding
• 2001, Tucson, Phoenix, San Diego
• 2002, bubble burst, $2M additional funding (anti-dilution clause)
• 2003, DC snipper investigation use, NYT cover article; AZ, CA, NJ, IL
• 2009, SilverLake PE fund; COPLINK + i2
• 2011, sold to IBM ($500M); Chen exit
• 2017, IBM sold COPLINK to Forensic Logic

 COPLINK is in use in 5,000+ law enforcement jurisdictions and intelligence agencies 
in the U.S. and Europe, making significant contribution to public safety worldwide. 



Dark Web: Countering Terrorism (2003-2014)

• Dark Web: Terrorists’ and 
cyber criminals’ use of the 
Internet

• Collection: Web sites, 
forums, blogs, YouTube, etc.

• 20 TBs in size, with close to 
10B pages/files/messages 
(the entire LOC collection: 15 
TBs)



Arabic Writeprint Feature for Authorship Analysis
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CyberGate (Abbasi, et al., MISQ, 2008)



The Dark Web project  in the Press

Project Seeks to Track Terror Web 

Posts, 11/11/2007

Researchers say tool could trace online posts 

to terrorists, 11/11/2007

Mathematicians Work to Help Track 

Terrorist Activity, 9/14/2007



• Intelligence and Security 
Informatics (ISI) (Chen, 2006)

• Data, text, and web mining

• From COPLINK to Dark Web

• IEEE ISI, EISIC, PAISI 
4000+ scholars, since 2003

ISI, Springer, 2006



22 chapters, 451 pages, 150 illustrations 

(81 in color); Springer Integrated Series in 
Information Systems, 2012. 

Selected TOC:

• Forum Spidering

• Link and Content Analysis

• Dark Network Analysis

• Interactional Coherence Analysis

• Dark Web Attribution System

• Authorship Analysis

• Sentiment Analysis

• Affect Analysis

• CyberGate Visualization

• Dark Web Forum Portal

• Case Studies: Jihadi Video Analysis, 

Extremist YouTube Videos, IEDs, 

WMDs, Women’s Forums

Dark Web, Springer, 2012



AZSecure Cybersecurity Analytics 
Program (2010-present): 

SaTC, SFS, ACI



Azsecure Cybersecurity Analytics Program:

(1) Dark Web Analytics for studying international hacker community, forums, 
and markets; 

(2) Privacy and PII (Personally Identifiable Information) Analytics for 
identifying and alleviating privacy risks for vulnerable populations; 

(3) Adversarial Malware Generation and Evasion for adversarial AI in 
cybersecurity; and 

(4) Smart Vulnerability Assessment for scientific workflows and OSS (Open 
Source Software) vulnerability analytics and mitigation.



AI & Deep Learning: From AlphaGo to 
Autonomous Vehicles (2012-)


Hacker Web, AZSecure projects at 
UA/MIS AI Lab (2010-present)
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• AI and Cybersecurity  not just 
buzzwords!

• Noted as a national security priority by NSF, 
NSTC, and NAS. 

• Role of AI for Cybersecurity : 
1. Automate common cybersecurity 

tasks 

2. Identify patterns in large datasets

AI and Cybersecurity 

21



AI for Cybersecurity – An Analytics Approach
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Phase 1: Fundamental 
Cybersecurity 

Principles and Tasks

Description: Identify 
intelligence needs of 
organization, critical 

assets, and their 
vulnerabilities

Approaches: threat 
trending, vulnerability 
assessments, asset 
discovery, diamond 

modelling

Phase 2: Data 
Collection and 
Aggregation

Description: Identify 
and collect relevant data

Data sources: internal 
network data, external 
threat feeds, OSINT, 
human intelligence

Phase 3: AI-enabled 
Analytics 

Description: Analyze 
collected data to 

develop relevant, timely, 
and actionable 

intelligence

Approaches: malware 
analysis, event 

correlation, ML, network 
science, DL

Phase 4: Knowledge 
Usage and 

Dissemination 

Description: Mitigate 
threats and disseminate 

intelligence

Approaches: manual 
and automated threat 

responses, intelligence 
standards, visualizations
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Dark Web Analytics: 
studying international hacker community, 

forums, and markets

*ACI, 2012-2017; SaTC 2013-2018; SFS-1, 2012-2018 
* SaTC 2019-; SFS-2, 2019-
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Forum post with source code to 
exploit Mozilla Firefox 3.5.3

Tutorial on how to create 
malicious documents

Forum post with 
BlackPOS malware attachment.  

Hacker Web



Selected data breaches in 2014

Victim Date Ramification

Target 2013.12 40M credit/debit cards; 70M customer records; 
46% drop in annual profits (seller: Rescator)

Neiman Marcus 2014.3 282K credit/debit cards

Sally Beauty 2014.3 25K credit/debit cards

P.F. Chang 2014.6 8 month of customer data from 33 stores

J.P. Morgan Chase 2014.8 83M accounts

UPS 2014.8 51 stores customers

Dairy Queen 2014.9 395 store systems

Home Depot 2014.9 56M credit/debit cards

Jimmy Jones 2014.9 216 store systems

Staples 2014.10 51 store systems

Are your data breached? Do you even know?



Data Breaches since 2005 (FTC, Clearinghouse, 2019)
• # of records breached: 11,582,808,013

• # of data breaches: 9,071

27

1. Yahoo! : 3.5B   user accounts
2. FriendFinder : 412M user accounts
3. MySpace : 360M passwords

2016 Data Breach



Hacker Community Platforms – “Know your enemy”
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Discussion board 
allowing hackers 
to freely share 
malicious tools 
and knowledge

Hacker Forums

Markets 
facilitating the 

sale of illicit 
goods (e.g., new 
exploits, drugs, 

weapons)

DarkNet Markets

Shops selling 
sensitive 

information 
(e.g., credit 

cards, SSN’s)

Carding Shops

Plain-text IM 
service 

commonly used 
by hacktivist 
groups (e.g., 
Anonymous)

IRC Channels

US  cybercrime and general hacking

Russia  underground economy, financial fraud

China  cyberwarfare content





Identify Hacker Assets/Tools 

Sagar Samtani (JMIS, January 2018)



Hacker Asset/Tool Examples
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Figure 1. Forum post with source code to create botnets Figure 2. Forum post with BlackPOS malware attachment

Figure 3.  Tutorial on how to create malicious documents



AZSecure Hacker Assets Portal System
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Web Hosting and AccessData Collection 
and Analytics

System Functionalities

System Analytics
Latent Dirichlet Allocation (LDA) and 

Support Vector Machine (SVM) Analytics

987 tutorials, 15,576 source code, and 
14,851 attachments

Browsing Searching

VirusTotal Malware AnalysisCyber Threat Intelligence 
Dashboard

Downloading
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AZSecure Hacker Assets Portal (English, Russian, Arabic)

Forum Language Date Range # of Posts
# of 

Members
# of source 

code
# of 

attachments
# of tutorials

OpenSC English 02/07/2005-02/21/2016 124,993 6,796 2,590 2,349 628

Xeksec Russian 07/07/2007- 9/15/2015 62,316 18,462 2,456 - 40

Ashiyane Arabic 5/30/2003 – 9/24/2016 34,247 6,406 5,958 10,086 80

tuts4you English 6/10/2006 – 10/31/2016 40,666 2,539 - 2,206 38

exelab Russian 8/25/2008 – 10/27/2016 328,477 13,289 4,572 - 628

Total: - 02/07/2005- 10/31/2016 590,699 47,492 15,576 14,851 987



Cyber Threat Intelligence (CTI) Example – Bank Exploits (e.g., BlackPOS)
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1
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Cyber Threat Intelligence (CTI) Example – Mobile Malware
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1

2



Labeling Hacker Exploits for 
Proactive Cyber Threat Intelligence: 
A Deep Transfer Learning Approach

Benjamin Ampel (MISQ, 2nd Round))



Literature Review: Hacker Forum Exploit Analysis
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Year Author Data Source Data Type Used Analytics Identified Exploits Purpose

2019 Schafer et al.
General purpose 
forums

Forum titles, users, message, topic, 
keywords

SNA, LDA Leaks, botnets, DDoS Trend identification

2019 Benjamin et al.
General purpose 
forums

Post content, attachments, source 
code, keywords, reputation

OLS Regression
Rootkit, XSS, SQLi, DDoS, shellcode, 
drive-by

Darknet identification, 
collection, evaluation

2018 Williams et al.
General purpose 
forums

Sub-forum name, author, post 
content, attachment metadata

LSTM
Crypters, keyloggers, RATs, DDoS, 
SQLi

Exploit categorization

2018 Goyal et al.
Forums, Twitter, 
Blogs

Post content, Tweet content, blog 
content

LSTM, RNN
Trojan, Windows, Apple OSX, 
phishing

Cyber attack prediction

2018 Deliu et al. Nulled.IO leak Post content SVM, CNN
Botnet, crypter, keylogger, malware, 
rootkit

Exploit categorization

2017 Samtani et al.
General purpose 
forums

Post content, assets, thread, author, 
source code

LDA, SVM Crypters, keyloggers, RATs, botnets Exploit categorization

2017 Grisham et al.
General purpose 
forums

Post content, date, author, role, 
attachments

RNN Mobile malware
Malware identification/ 
Proactive CTI

2017 Deliu et al. Nulled.IO leak Post content SVM, LDA
Backdoor, botnet, crypter, DDoS, 
exploit, malware, password, rootkit

Exploit categorization

1. 3.2.

• Key Observations:
1. Studies focus on general forums, but not exploit DNMs or public repositories.
2. Although source code contains valuable information, many studies omit them from analysis.
3. The most common task is to categorize post content by exploit category.



Benchmark Comparisons

Visualized Attention 
Comparison

Proposed Research Design
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Data Collection Pre-Processing 
and Dataset 
Construction

Deep Transfer Learning Exploit Labeler 
(DTL-EL) Model

Exploit DNMs

Traditional Hacker 
Forums

Public Exploit 
Repositories

Programming 
Language Classifier

Remove stop words, 
low frequency 

words, and 
lemmatize 

Tokenizer and 
Sequence Padder

Gold-Standard 
Dataset 

Construction

Evaluations and 
Visualization

Experiment 1:
DTL-EL against 

prevailing 
classification 
methods on 

source domain

Experiment 2:
DTL-EL against 
non-transfer 

learning 
approaches on 
target domain

Experiment 3:
DTL-EL against 

transfer learning 
layer selection 

on target 
domain



Results and Discussion: DTL-EL Model
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Experiment 2: Internal against non-

transfer learning models

Results

Model Layer Weights Accuracy Precision Recall F1

Naïve Bayes Random 8.59% *** 18.09% *** 15.08% *** 16.45% ***

Logistic Regression Random 37.16% *** 35.13% *** 38.85% *** 36.9% ***

XGBoost Decision 

Tree

Random 47.65% *** 48.87% *** 30.06% *** 37.22% ***

SVM Random 48.72% *** 37.98% *** 27.38% *** 31.82% ***

RNN Random 57.64% *** 62.89% *** 53.93% *** 57.62% ***

GRU Random 61.34% *** 64.06% *** 59.27% *** 62.09% ***

LSTM Random 62.39% *** 65.77% *** 60.49% *** 63.42% *** 

BiLSTM Random 63.05% *** 67.56% *** 59.71% *** 63.21% ***

BiLSTM w/ Attention Random 63.38% *** 66.04% *** 61.88% *** 64.02% ***

DTL-EL (Our 

model)

Transferred
66.17% 68.25% 64.99% 66.61%

0.00%
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30.00%

40.00%
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Experiment 2: Internal against non-transfer learning 
approaches on target domain

Naïve Bayes

Logistic Regression

XGBoost Decision Tree

SVM

RNN

GRU

LSTM

Bi-LSTM

Bi-LSTM w/ Attention

DTL-EL



Case Study: System Integration

• Hacker exploit source code can be input 
for classification with attention weights.

• The system applies a DTL-EL label upon 
the collection of new hacker forum 
text, providing real-time information to 
researchers.

• APIs allow for forums to be downloaded in 
their entirety with related programming 
languages and exploit labels for source 
code.

40

Figure 16. Hacker Exploit Portal For Further Analysis

Select a model (DTL-EL 
or non-DTL) and input 

an exploit

Model output

Attention weights of the model output
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Detecting Cyber Threats with AI Agents:
Multilingual, Multimedia DNM Content

Reza Ebrahimi (JMIS, MIS, IEEE PAMI)



Detecting Cyber Threats with AI Agents

• Intelligence Source: Dark web

• A large conglomerate of platforms that facilitate illegal transactions among 
hackers

• DarkNet Market Places (Amazon for illegal products; hidden from 
search engines)  Attract cybercriminals

• Hacker Assets: Hacking tools (Remote Access Trojan); malicious executables; 
hacking tutorials

• Non-Hacker Assets: Digital goods (credit card information); copyrighted 
software; pirated e-books; counterfeits; drugs; forged documents

42



Dark Net Marketplaces (DNMs)

43

Product Reviews

Seller

Price

Product 
Description



Market Identification

Dark Net Market 
Crawler

HTML Parsing

Data Collection

English DNMs

DNM Repository

Parsing and Storage Preprocessing and 
Labeling

DNM Webpages

Preprocessing

Semi-supervised 
Labeling

Expert Labels

Threat Identification 
and Ranking

Structural Heuristic

Transductive SVM

Deep Bidirectional
 Long Short-Term 

Memory

Identified Threats 
Ranking

Classification 
Performance 

Evaluation

Contextual Heuristic

Essay I: Learning From Unlabeled 
Cybersecurity Content (JMIS, March 2020)

• Learning from examples  supervised by human-labeled data  Expensive!

• Unlabeled data improves cyber threat detection with transductive learning 
theory 

44

• Significantly decreased reliance on human supervision 
for cyber threat detection.



Essay II: Learning from Heterogeneous 
Cybersecurity Content (MISQ, Forthcoming)

• Cyber threat detection in non-English content  lack of non-English training data 

• Transfer cyber threat knowledge from high-resource English platforms to non-
English ones with transfer learning theory

45

• Significantly decreased reliance on human 
supervision and outperformed machine translation.



Essay III: Learning from Heterogeneous 
Cybersecurity Content (IEEE TPAMI, 2nd Round)

• Learning from two domains (multilingual text, source code, image representations) 

• Align different data distributions & feature spaces with domain adaptation theory

46

min
𝑃𝑠,𝑃𝑡,𝐷,𝑅𝑠,𝑅𝑡

𝑃𝑠𝑋𝑠 − 𝐷𝑅𝑠
𝐹
2

+ 𝑃𝑡𝑋𝑡 −𝐷𝑅𝑡
𝐹

2
+ 𝜆 𝑅 1; s. t. 𝑑𝑖 2 ≤ 1

• Enables heterogeneous data analytics (multilingual 
text, images) in any online market.



Privacy and PII (Personally Identifiable 
Information) Analytics:

identifying and alleviating privacy risks for 
vulnerable populations

(SaTC 2019-; SFS-2, 2019-)
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Exploring Privacy Risk of Exposed Digital 
Personally Identifiable Information (PII): A 

Neighbor Attention-Based Approach

Fangyu Lin and Hsinchun Chen
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Data Breaches since 2005 (FTC, Clearinghouse, 2019)
• # of records breached: 11,582,808,013

• # of data breaches: 9,071
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1. Yahoo! : 3.5B   user accounts
2. FriendFinder : 412M user accounts
3. MySpace : 360M passwords

2016 Data Breach



Surface Web

Deep Web

Dark Web

DarkNet

Hacker Web

Revealing and Protecting PII: 
From Dark Web to Surface Web
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IRB, HIPAA, GDPR, PII
 Cybersecurity to Privacy
Michael Bazzell + From Dark Web to Surface Web



Dark Web Intelligence Sources (May, 2021)
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Source Description Size* Promising Attributes

Stolen Account 

Collection

Stolen social media and e-

mail accounts

25 billions Username

Password

Stolen Credit Card 

- Tormarket

Stolen credit and debit card 

owner information

* No card number

832

thousands

Full name

Country

State

City

Zip

Stolen SSN -

Buyssn

Personal information of SSN 

owners

*No SSN

5.75

millions

Full name

YOB

City

State

Zip

Country



Stolen Accounts 
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Rank
E-mail 

Domains Numbers Percentage
1 yahoo.com 244,769,117 20.41%

2 hotmail.com 182,564,724 15.22%

3 gmail.com 103,435,791 8.62%

4 mail.ru 90,371,699 7.53%

5 aol.com 44,830,568 3.74%

6 yandex.ru 36,336,003 3.03%

7 rambler.ru 23,521,080 1.96%

8 hotmail.fr 16,571,495 1.38%

9 web.de 12,918,595 1.08%

10 live.com 11,661,375 0.97%

11 msn.com 11,248,354 0.94%

12 gmx.de 10,800,404 0.90%

13 163.com 10,492,032 0.87%

14 bk.ru 9,416,062 0.78%

15 yahoo.fr 8,886,223 0.74%

Total - 817,823,522 68.18%

Popular Passwords
Rank Passwords Numbers

1 123456 3,370,644
2 123456789 1,187,812
3 Homelesspa* 546,648
4 password 522,529
5 abc123 516,091
6 password1 435,753
7 12345 382,970
8 qwerty 376,099
9 12345678 357,654

10 1234567 287,453
11 1234567890 252,929
12 111111 236,852
13 iloveyou 211,593
14 123456a 205,807
15 123123 191,450

Total - 9,082,284

“Passwords are like underwear…
change often, don’t share…”



AZSecure Privacy Portal Design
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Breached Data Collection

Data Breach Monitoring System 
and Breached Data Collection

• Stolen SSN collection
• SSN Shops

• Stolen Card Collection
• Carding Shops

• Stolen Account Collection
• Database Sharing and 

Marketplace Forums

Breached Data Management

Portal Backend

People Search Engines 
(PSEs) API Integration and 

PII Extraction

Multi-Context Attention 
(MCA) Model

Entity Resolution

Privacy Risk Score
Calculation

Portal Frontend

Functionalities

Figure 1. AZSecure Privacy Portal Project Overview

Data Retrieval from DB

Search Function

Privacy Risk 
Assessment Report

Data Breach List

Protect Yourself

Data Breach 
Notification



Search in AZSecure Privacy Portal
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Figure 5. A mock-up response when records are found

Matching records are returned, and the user can select the 
correct results.



Return Exposed PII
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Figure 9. Mock-ups of a comprehensive exposed PII profile



AZSecure Cybersecurity Analytics 
Program (2010-present): 

SaTC, SFS, ACI



Azsecure Cybersecurity Analytics Program: Looking 
into the Future

(1) Dark Web Analytics for studying international hacker community, forums, 
and markets; 

(2) Privacy and PII (Personally Identifiable Information) Analytics for 
identifying and alleviating privacy risks for vulnerable populations; 

(3) Adversarial Malware Generation and Evasion for adversarial AI in 
cybersecurity; and 

(4) Smart Vulnerability Assessment for scientific workflows and OSS (Open 
Source Software) vulnerability analytics and mitigation.



For questions and comments

hchen@eller.Arizona.edu
http://ai.Arizona.edu

mailto:hchen@eller.Arizona.edu
mailto:hchen@eller.Arizona.edu
http://ai.arizona.edu/

